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1. BEiR

11. AXBE®

ARG R T Gemini 3755 ARAEE ISR AU AR, AR HE 1 % T I s s R
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2. FE A4S

Gemini 3755 FrESE AL 7 ity 18] [7] f5 D BB L X 2922 4 LA A KA
i 2 2 N N s SRR SR G2 AL — i AU R T 2

21. REMR

> SCERXTFRHVS: ARCA. DES/3DES (ECB/CBC/CTR) . AES (ECB/CBC/CTR/GCM)
/SM4 (ECB/CBC/GCM)

> WERAESV: SHA1/256/384/512/SM3

> WAL RSA1024/RSA2048/SM2

> XHF SR-IOV, mEZCHF 32 A~ VF

> B A R S5 g  INEEALEERT SR RE ER B m N 3 s, B e RE
Al gmAE R

2.2. HSH

ZH ik

RAR

AT SRR - GMO0018 #3E SDF 4% : Linux* and OpenSSL

7 i DG - ~30W

CEeaany - PR T S PR AR AE A PCI Express Card

Electromechanical Specification, Revision 3.0 #5 i

- FE BT ikt

TARIRE - 0°Cto 45°C
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PR RSFH XL #R)
Eqm!

s AL 25 (MCU)
Uik
e R

(£ R

ElNCAy &

LI &

- 68.9mm x 166.65mm
- &AL PCle Gen2/3 x 8 Fdif

- <25W
- 167.25*69 mm

- SM1 P£HE 18Gbps;

- SM2 %544 228000 X/FP. 4% 108000 K /F5;

- SM3 P£HE 19Gbps;

- SM4 PEFE 25Gbps;

- RSA1024 %544 92000 X/, 4% 427000 (X /HD;
- RSA2048 2544 12600 /). 552 410000 IX/F);
- SHA ffiE  20Gbps

- AES PERE 24.5Gbps

- 3.4Gbps

3. WM A de T

31. WHES
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3.2. WfHRE
3.2.1.  HAIMNEFEHLIEE
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41. TIAMEB-RHEIRS

it

# lspci —d 1dab:7002 —vvv (EANL pci & 45 1dab:8001)

InRIERG 2%, SoRin
[root@localhost driver 3755 02]# lspci -d 1dab:7862

01:00.0 Encryption controller: Device 1dab:7082 (rev 01)

4.2. FwmERH

# tar xf driver 3755 02 v2.0.3.8. tar. gz
# cd driver 3755 02 v2.0.3.8
# ./build. sh

IEW SR B IT

test -d '/root/driver_3755_02_ssl_engine_1.0.0.0/out/nginx/logs’ \
|| mkdir -p '/root/driver 3755 82 ssl_engine 1.0.0.8/out/nginx/logs’
test -d '/root/driver_3755_02_ssl_engine_1.0.0.0/out/nginx/modules’' \
|| mkdir -p '/root/driver_3755_062_ssl_engine_1.0.0.0/out/nginx/modules’
test ! -f '[root/driver_3755 02 _ssl_engine_ 1.0.0.8fout/nginx/modules/ngx_ssl_engine_rsp_module.so' \
|| mv 'froot/driver_3755_02_ssl_engine_1.0.0.0/out/nginx/modules/ngx_ssl_engine_rsp_module.so' \
'/root/driver_3755_02_ssl_engine_1.0.0.0/out/nginx/modules/ngx_ssl_engine_rsp_module.so.old'
cp objs/ngx_ssl_engine_rsp _module.so '/froot/driver_3755_02_ssl_engine_1.08.8.08/out/nginx/modules/ngx_ssl_engine_rsp|
make[1]: Leaving directory '/root/driver_3755_02_ssl_engine_1.0.0.8/nginx/asynch_mode_nginx'

nginx version: nginx/1.16.1

4.3. IEZNMEHHIA

# lsmod | grep rsp

AEHINEA N WoR
[root@localhost driver 3755 82]# lsmod | grep rsp
_cmdg_drv 22431 ©

_drv_pf 13562 1
_ctrl drv 245699 2 _drv_pf, _cmdg_drv
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# ./load driver. sh

4.4. BEEXEEMR

# . /test. sh

st

il FHT AR

Fry B aE, W R i, TR HATINR

[root@localhost driver 3755 @2]# ./ /test.sh

2023-12-01 11:12:05: DEV-1:01:00.0 / Total Devices: 1;

Async Mode [ 512 1024 2048 4096 ] Performance Test Start.

Config: pub p-t:[8*2], rpu p-t:[8*2]

5M2-KG

SM2-KP

S5M2-ENC

SM2-DEC

SM2-SIGN
SM2-VERIFY
R5A-1024-ENC
R5A-1024-DEC
RSA-1024-DEC_CRT
R5A-1024-5IGN
R5A-1024-5IGN_ CRT
RSA-1024-VERIFY

305635.093750(tps),
86362.515625(tps),
55263.093750(tps),
67298.617188(tps),
294721.187500(tps),
108271.539062(tps),
618373.937500(tps),
92230.328125(tps),
261279.421875(tps),
92212.203125(tps),
261302.781250(tps),
617538.000000( tps),
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4.5. OpenSSL F1 Nginx iz

# Mk IF9RiE openssl ¥RAL,

tar czf driver_3755 02 _ssl _engine_1.0.0.0.tar.gz
driver_3755 02 ssl engine_1.0.0.0

cd driver_3755 02 ssl engine_1.0.0.0

# B E SO B AR, F6 R i A SK S H 5%

vi rsp_ssl_engine.conf
export RSP_BASIC PKG PATH="/root/driver 3755 02 v2.0.3.8"

# ZWi¥ openssl ¥ /RA
./build. sh

4.5.1. OpenSSL

# AT RE NI A

.[test/test_ss|_speed.sh

# S8 1: SSL S|ZET, X¥F openssl 1 gmssl

# S 2 O (HEER) 0 RREEME 1, 2, 4, 8 Bl

# 28 3 BEER all RANREMEIFEE

# S 40 SSL BUAKB, hw REATEMHSIE, sw R{EH SSL REZE

ZH 3 I EIEMK:

[sm3, shal, sha256, sha384, sha512]

[aes-128-cbc, aes-128-gcm, aes-256-cbc, aes-256-gcm, sm4-cbc, sm4-ctr]

[rsa2848, sm2-encrypt, sm2-sign, ecdsa-p256, ecdh-p256]

¥

[test/test_ssl_speed.sh openssl 8 sm4-cbc hw
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SSL_BN_ASM_MONT -DOPENSSL_BN_ASM_MONTS5 -DOPENSSL_BN_ASM_GF2m -DSHA1_ASM -DSHA256_ASM -DSHAS512_ ASM -
-DGHASH_ASM -DECP_NISTZ256_ASM -DX25519_ASM -DPOLY1305_ASM
evp 785477.59k 1517921.94k 2812614.72k 3233355.84k 3304536.01k 3360501.67k

B Tt T e I

evp MAlERLR/NA 512, 1k, 2k, 4k, 8k, 16k fIVERE, AL KB/s

.Jtest/test_ssl_speed.sh openssl 8 sm2_sign hw

-DGHASH_ASM -DECP_NISTZ256_ ASM -DX25519_ASM -DPOLY1305_ASM
sign verify sign/s verify/s
256 bits ecdsa (sm2) 0.0000s 0.0000s 270906.7 121668.6

B Tt T e I

4.5.2. Nginx
#nginx MK BIA D ARG HIE P, FEERMREIERAD AT

1) AR5 ity :

.[test/nginx_ab_server.sh

# B 1. BEAEMH, %3F [rsa-rsa/ecdhe-ecdsa/ecdhe-rsa/ecc-sm2]
# S 20 Bl (HEH) |, 0 RRERME 1, 2, 4, 8 Bl

# SEL 3. SSL HIAKB, hw REAEMHSIE, sw RfER SSL EE
# S8 4: SSL S|ZERER,, L 3F openssl F1 gmssl

B R 55 g A )
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[root@localhost driver_3755_02_ssl_engine_1.0.0.0]# ./test/nginx_ab_server.sh rsa-rsa 8 hw openssl

Server Software: nginx/1.16.1

Server Hostname: localhost
Server Port: 443

SSL/TLS Protocol: TLSv1.2,AES5256-GCM-5HA384,2048,256
Document Path: /index.html
HTML transferred: 144 bytes
2024-06-19 15:27:36 nginx performance:
2024-06-19 15:27:37 nginx performance:
2024-06-19 15:27:38 nginx performance:
2024-06-19 15:27:39 nginx performance:
2024-06-19 15:27:40 nginx performance:
2024-06-19 15:27:41 nginx performance:
2024-06-19 15:27:42 nginx performance:
2024-06-19 15:27:43 nginx performance:
2024-06-19 15:27:44 nginx performance:
2024-06-19 15:27:45 nginx performance:

2024-06-19 15:27:46 nginx performance:

2) B i

Jtest/nginx_ab_client.sh

# S8 1 server P bt

# S5 2 HENE

# S 3. BEITEROELR ID

# S8 4 SSL S|E4ER,, X #F openssl F1 gmssl

R e e Bl

[root@localhost driver 3755 02 ssl_engine 1.0.0.0]# ./test/nginx_ab_client.sh localhost 8 8 openssl
Run AB Test, Process number: 8, Multiple requests number: 16, Core number:

2024-06-19 15:29:12 ab process cnt: 16
2024-06-19 15:29:13 ab process cnt:
2024-06-19 15:29:14 ab process cnt:
2024-06-19 15:29:15 ab process cnt:
2024-06-19 15:29:16 ab process cnt:
2024-06-19 15:29:17 ab process cnt:
2024-06-19 15:29:18 ab process cnt:
2024-06-19 15:29:19 ab process cnt:
2024-06-19 15:29:20 ab process cnt:
2024-06-19 15:29:21 ab process cnt:
Completed 10000 requests

Completed 10000 requests

Completed 10000 requests

Completed 10000 requests

Completed 10000 requests

Completed 108000 requests

Completed 10880 requests

Completed 10000 requests

Completed 10000 requests

Completed 10000 requests

Completed 10000 requests
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BRI DI B AR 55 s 5 w] LUE 2IE

-

RACFERIVERE, AL READ AL BRI KA

2024-06-19 15:29:11 performance: 176
2024-086-19 15:29:12 performance: 875

2024-06-19 15:29:13 performance: 5954
2024-06-19 15:29:14 performance: 4304
2024-06-19 15:29:15 performance: 17107
2024-06-19 15:29:16 performance: 19595
2024-06-19 15:29:17 performance: 19551
2024-86-19 15:29:19 performance: 19613
2024-06-19 15:29:20 performance: 19631
2024-086-19 15:29:21 performance: 19592
2024-06-19 15:29:22 performance: 19583
2024-06-19 15:29:23 performance: 19687
2024-06-19 15:29:24 performance: 19606
2024-06-19 15:29:25 performance: 19619
2024-06-19 15:29:26 performance: 19632
2024-86-19 15:29:27 performance: 19620
2024-06-19 15:29:28 performance: 19616
2024-086-19 15:29:29 performance: 19639
2024-06-19 15:29:30 performance: 19665
2024-06-19 15:29:31 performance: 19654
2024-06-19 15:29:32 performance: 19618
2024-06-19 15:29:33 performance: 19623

4.6. Docker Ef#I{Lix

#U3X 7 1P 7R 2%
PN 22 %% Docker, LA linux A 1 BH

#I T ) A

EEAL E, 1B load_driver.sh
VF_N=0

VF_Q=0

PF_Q=64

SRJGi84T ./load_driver.sh

#{% docker container
docker run --net=host --privileged -v /lib/modules:/lib/modules -v
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/dev:/dev -v

/root/driver 3755 02 v2.0.3.7:/root/driver_3755 02 v2.0.3.7 --device
/dev/rsp-drv --device /dev/rsp-cmdq-drv -d --name test@3
centos:centos7 sleep infinity

#iE N\ docker container AT FC & AT
docker exec -it test@1l bash

cd /root/driver_ 3755 02 v2.0.3.7
SJkmt #EEAE
./test #PERENIA

4.7. KVM EHIL

#I0 R) HE

1) HSEMiih cPU L EF AL VT-d (Intel 4b F 2% ) Bk & AMD-Vi (AMD Ab FE 2%), JF# {#
VT-d/AMD-Vi L& 7E BIOS H T )5

2) RJEH linux kernel FIJE B AT HIE N “intel_iommu=on” B “amd_iommu=on” #ll
iommu=pt

BB A B AT, WS H U DHR:

#vi /etc/default/grub
GRUB_CMDLINE_LINUX_DEFAULT="quiet intel_iommu=on iommu=pt"

Raisir
update-grub
e, BN

21T “"dmesg | grep -e DMAR -e IOMMU"”, @RAAln F4rH, w7 PARRIABC & 1B

[ 1.726112] pci 0000:00:00.2: AMD-Vi: IOMMU performance counters
supported

[ 1.728781] pci 0000:00:00.2: AMD-Vi: Found IOMMU cap 0x40

[ 1.729335] perf/amd_iommu: Detected AMD IOMMU #0 (2 banks, 4
counters/bank).

#E4 load_driversh RIS %, WE VF N PF, VF IIBASIEL:
VF_N=4

PP FRBAR L) AR AF 10
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VF_Q=4
PF_Q=4

H A WK 5]

.Junload_driver.sh;  ./load_driver.sh

BN K Tk
# lsmod | grep rsp

FCBE ML CRHLL KW o)) , Add Hardware

Performance
L3 crus

== Memory

VirtlO Disk 1
Virtlo Disk 2
(©) IDE CDROM 1

25 Channel spice
Bl video QXL

' Controller USB 0
B8 controlier pCi 0

JEii%EFE PCT Host Device, 47ili%i% 4 PCle ClassID [ FE&HE VF 54

FEEE PR (LR AR A A 11
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=i | “ AOO NeW VITIUuar naraware w
L) X
File vil |& Storage PCI Device
B Controller
& Natws Host Device:
Input . ! |
. 0000:50:15:0 Intel Corporation Sky Lake-E M2PCl Registers :
Bl Graphics )
& Sound 0000:5D:15:1 Intel Corporation
s oun
# serial 0000:5D:16:0 Intel Corparation Sky Lake-E M2PCI Registers
eria =
@ Parallel 0000:5D:16:1 Intel Corporation ‘
ralle
& c I 0000:5D:16:4 Intel Corporation Sky Lake-E M2PCI Registers I
onsole
& ch : 0000:5D:16:5 Intel Corporation
annel
: _ 0000:5D:17:0 Intel Corparation Sky Lake-E M2PCI Registers
=s USB Host Device !
0000:50:17:1 Intel Corporation
PCI Host Device 1
: 0000:5E:00:0 |
Bl Video
B Watchd 0000:5E:01:0 i
atchdo
i g 0000:5E:01:1
esystem
L 0000:5E:01:2
| |& Smartcard
il o o 0000:5E:01:3
i @@ USB Redirection - :
@ So o Teu 0000:80:04:0 Intel Corporation Sky Lake-E CBDMA Registers
EH-E': G § o 0000:80:04:1 Intel Corporation Sky Lake-E CEDMA Registers
ol i i
0000:80:04:2 Intel Corporation Sky Lake-E CEDMA Registers
&= O .2 Ppanic Notifier P ) A g, )
! Vid AANN-OMN- N2 Lakal Clivs L 5L EConsaa D, e
I
o | €3 cancel | | «/ Finish |

Cofoomer roro

Controller IDE 0

5A Add Hardware |U ={ylal | l & Apply |

IR
Wi u22.04 on QEMU/KVM

File Virtual Machine View Send Key

Basic Details
_ Name:  |u22.04 |
| Virtio Disk 1 UUID: 7b4585c5-25¢3-49ba-a92a-0354f99b1433
| VirtlO Disk 2 Status: B4 Shutoff
) IDE CDROM 1 Title: ‘ ‘
NIC :44:28:28 Description:
| Tablet
- Display VNC Hypervisor Details
E‘} Sound iché Hypervisor: KVM
r " Architecture: x86 64
=y Serial 1 -
) Emulator:  Jusr/bin/kvm-spice
Channel spice
Firmware: BIOS

PCI 0000:5e:01.0
Video QXL

B controller uss 0
m Controller PCI 0
Controller IDE 0

MF Controller VirtlO Serial 0

Chipset: i440FX

| oA Add Hardware | & cancel | l  Apply
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RN ML

BOUE & 2 TR
root@uzo0dtestl:™# lspcli | 1ﬂ‘h
Oo:0c .0 En|rupT1nn EDﬂtPDllHr DP $B001 (rew 010

root@Eyz00dtest1: ™

IR FIDERRL—#F, FERRIINLA R R, 230K, AT

4.8. ZFMK

[l — RN AT Bhadh A\ 22 KB R DA i AL B R fE
XFEMAFR

root@serica-uUIS-Cell-3030-G3:~# lspci -d 1dab:7e62
18:00.0 Encryption controller: Device 1dab:7002 (rev 01)

5e:00.0 Encryption controller: Device 1dab:7802 (rev 01)

Z RIEATHE RN, 24T N a4
./run testcase/run benchmark. sh <dev id(1"n)> <{process/thread cnt>
{sync(l:sync, 0:async)>

(LUE
./run_testcase/run benchmark.sh 1 8 0
./run_testcase/run benchmark.sh 2 8 0

FEMSL console B FINHEAT Eikdr<, W LIRS 2 R FI 1217 N TR
Z KPR T BT R AL Y VE BEek, N2 ar S ECE VE B R Bl
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root@serica-UIS-Cell-3030-G3:~# echo 8 = [sys/bus/pci/devices/0000)\:5e\:00.0/sriov_numvfs
root@serica-UIS-Cell-3030-G3:~# lspci | grep 1dab
18:00.0 Encryption controller: Device :7002 (rev 01)

5e:00.8 Encryption controller: Device 17002 (rev 01)
5e:01.0 Encryption controller: Device :8001 (rev 01)
5e:01.1 Encryption controller: Device :8001 (rev 01)
5e:01.2 Encryption controller: Device 18001 (rev 01)
5e:01.3 Encryption controller: Device :8001 (rev 01)
S5e:01.4 Encryption controller: Device :8001 (rev 01)
5e:01.5 Encryption controller: Device 18001 (rev 01)
5e:01.6 Encryption controller: Device :8001 (rev 01)
5e:01.7 Encryption controller: Device 18001 (rev 01)

B
root@serica-uUIs-Ccell-3030-G3:~# echo 4 = [sys/bus/pcifdevices/0080%:18\:00.08/sriov_numvfs
root@serica-UIS-Cell-3030-G3:~# Llspci | grep 1dab
18:00.8 Encryption controller: Device 176002 (rev 01)
18:01.0 Encryption controller: Device ;86001 (rev 01)
18:01.1 Encryption controller: Device 18001 (rev 81)
18:01.2 Encryption controller: Device :8001 (rev 01)
18:01.3 Encryption controller: Device :8001 (rev 01)
e:00.0 Encryption controller: Device ;76002 (rev 01)

e:01.0 Encryption controller: Device 18001 (rev 01)

e:01.1 Encryption controller: Device :8001 (rev 01)
Encryption controller: Device :8001 (rev 01)
Encryption controller: Device 18001 (rev 01)
Encryption controller: Device :8001 (rev 01)
Encryption controller: Device 18001 (rev 01)
Encryption controller: Device :8001 (rev 01)
Encryption controller: Device 18001 (rev 01)

5. SDK ZR s O iR

5.1. [E% SDF #xE#EEN

SDF 4% 111 32 KF GMO0018 VG i 4= #il% 1, T I N R X 4% .

N2 — MY SDF 2 1 #9415, 8 T api VRS, 15 225 A0 LTI sdfh
A
#include "sdf.h"

int main(int argc, char *argv[])

{

P wnNpeE
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5. SGD_HANDLE hDeviceHandle;
6. SGD_HANDLE hSessionHandle;
7. SGD_HANDLE hKeyHandle;
8
9

N EIPIN &

10. result = SDF_OpenDevice(&hDeviceHandle);
11. if (result != SDR_OK)

12. {

13. printf("SDF_OpenDevice failed\n");

14. gotoerr;

15. }

16. // Bl SiE

17. result = SDF_OpenSession(hDeviceHandle, &hSessionHandle);
18. if (result != SDR_OK)

19. {

20. printf("SDF_OpenSession failed\n");

21. return CRYPTO_FAILURE;

22.}

24. result = SDF_ImportKey(hSessionHandle, sm4_block_key, 16, &hKeyHandle);
25. if (result = SDR_OK)

26. {

27. printf("FT SN S 1EZ PSR 0x%x\n", result);

28. }

30. result = SDF_Encrypt(hSessionHandle, hKeyHandle, SGD_SM4_ECB, NULL, inData, data_|
en, encData, &enclen);

31.

32. if (result !=SDR_OK || encLen !=data_len)

33. {

34. printf("%s failed\n", thame);

35. gotoerr;

36. }

37.

38. err:

39. SDF_DestroyKey(hSessionHandle, hKeyHandle);

40. if (hSessionHandle)

41. SDF_CloseSession(hSessionHandle);

42. if (hDeviceHandle)

43. SDF_CloseDevice(hDeviceHandle);

44,

45. return CRYPTO_SUCCESS;

46.}

47.

PP FRBAR L) AR AF 15
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5.2. SDFe 383

SDFe # [12%f SDF #2 LY J&, B8 7 RIBELRIAN s Thae A6 4%
NS R, AR AR sdfe.h S
1. /* ¥ RSBV E BAH K R */

2.

3. /*

4. *[pRE4 K] SDFE_GetDeviceNumber

5. *[DhReiidR] REG %A EL

6. * [SEIR] number: it & &AM

7. *[ix[AME ] W, SDR #HiRAY

8. */

9. int SDFE_GetDeviceNumber(uint32_t *number);

11. /%

12. * [pRE 4 FR] SDFE_GetDeviceBDF

13. * [DhReIR] SREUE A peie FRiRAT

14. * [BZHIHIR] adapterid:% A\ ¥ % 1D, il 0~32;

15. * pcie_bdf: pcie FRIR ST

16. * [IR[E{H ] . cap_get_dev_bdf

17. */

18. int SDFE_GetDeviceBDF(uint32_t adapterid, int *pcie_bdf);
19.

20. /*

21. * [BRE 4 FK] SDFE_OpenDevice

22, * [ThRedhiR] T %R &, 3% D SCRFR E %19 -R 1D,
23. * [ZHHIR] adapterid: A& ID, Y5 [HE 0~32;

24. * phDeviceHandle: fii i ©.FT FF 111 2% A 4R

25. *[JR[AE ] W SDR #51%H5

26. */

27. int SDFE_OpenDevice(uint32_t adapterid, void** phDeviceHandle);
28.

29. /*

30. * [BRE4FR] SDFE_GetSecurityLevel

31. * [ThRedhikR] RECES R 22 250

32. * [ZHIR] hSessionHandle: il N\ 2= 1 F) KK

33, * plevel: %t 2242454, W, SDFE_SecuritylLevel & ¥;
34, *[iR[F{H ] W SDR & iR05
35. ¥/

36. int SDFE_GetSecurityLevel(void* hSessionHandle, uint32_t* plevel);

PP FRBAR L) AR AF 16
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5.3. CAP AfBémizsREO

CAP NN 2INEEEE, WXRESHNEND, 88 7TEZX API FMBPEIE APL ZELR
E 2 SDF ApifdE O F SDFe BomBE 1, 3F H 33 EE R AL S8 8 5 2.
N R [ AR F R

1.

2. cap_open_device("rsp_dev_01", &hdev, POLL_WAIT_US);

3.

4, cap_cipher_ctx_t cap_cipher;

5. memset(&cap_cipher, 0, sizeof(cap_cipher_ctx_t));

6.

7. cap_cipher.hdev = hdev;

8. cap_cipher.sess.mode = CAP_SYNC_MODE;

9.

10. while(CAP_RET_BUSY == cap_cipher_onetime(&cap_cipher, CAP_CIPHER_SM4,CAP_CI

PHER_ECB, CAP_CIPHER_ENCRYPT, msg, sizeof(msg),
11. hw_out, &outlen, key, 32, iv, 16, NULL, 0))
12. {
13. usleep(SEND_PKG_WAIT_US);
14. }
15.
16. cap_close_device(hdev);
17.
18.

N T A S R A

cap_open_device("rsp_dev_01", &hdev, POLL_WAIT_US);

cap_cipher_ctx_t cap_cipher;
memset(&cap_cipher, 0, sizeof(cap_cipher_ctx_t));

cap_cipher.hdev = hdev;
cap_cipher.sess.mode = CAP_ASYNC_POLLING_MODE;

LNk WM

10. while(CAP_RET_BUSY == cap_cipher_onetime(&cap_cipher, CAP_CIPHER_SM4,CAP_ClI
PHER_ECB, CAP_CIPHER_ENCRYPT, msg, sizeof(msg),

11. hw_out, &outlen, key, 32, iv, 16, NULL, 0))

12. {

13. usleep(SEND_PKG_WAIT_US);

P FBAR (L F) TR A 7] 17
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14. }

15, LR ERAE, BB AOR S AN K.

16. while(cap_cipher.sess.state == CAP_SESS_STATE_BUSY) usleep(SEND_PKG_WAIT_US);
17.

18. cap_close_device(hdev);

19.

20.

N A B S R

1.

2. void cap_cipher_cb(void *cb_param)

3. {

4, cap_cipher_ctx_t *cap_cipher = (cap_cipher_ctx_t *)cb_param;
5.

6. }

7.

8. cap_open_device("rsp_dev_01", &hdev, POLL_WAIT_US);
9.

10. cap_cipher_ctx_t cap_cipher;

11. memset(&cap_cipher, 0, sizeof(cap_cipher_ctx_t));

12.

13. cap_cipher.hdev = hdev;

14. cap_cipher.sess.mode = CAP_ASYNC_CALLBACK_MODE;
15. cap_cipher.sess.cb = cap_cipher_cb;

16. cap_cipher.sess.cb_param = &cap_cipher;

17.

18. while(CAP_RET_BUSY == cap_cipher_onetime(&cap_cipher, CAP_CIPHER_SM4,CAP_CI
PHER_ECB, CAP_CIPHER_ENCRYPT, msg, sizeof(msg),

19. hw_out, &outlen, key, 32, iv, 16, NULL, 0))

20. {

21. usleep(SEND_PKG_WAIT_US);

22. }

23.

24. cap_close_device(hdev);

25.

26.

CAP AT N, sdk/cap/cap.h U1
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6. BB
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6.1. TERE@EN
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Ja RS A D REFRAF 0] 7, HAlERAEREL.

6.2. FIHREFRSE

JA Bl AT PR EL 4R

[root@localhost driver_3755 02 v2.0.3.8]# ./kmt 1
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